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OVERVIEW

S

@/n 27 September 2023, the second Williams Foundation
seminar for the year was held at the National Gallery in
Canberra. The second provided a case study of building blocks
for enhanced deterrent capabilities, namely shaping a multi-
domain strike enterprise for the ADF and the support structure
for so doing.

At the outset of the Seminar, Air Marshal (Retired) Geoff
Brown, the Williams Foundation Chairman, underscored the
purpose and focus of the seminar: “Simply new weapons like
Tomahawk will not by themselves give Australia a credible strike
enterprise. All those weapons do not give you a long-range strike
capability. We are focused on the requirements to build a multi-
domain enterprise beyond the question of the specific weapons.”
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SQNLDR Sally Knox moderating the seminar.

SQNLDR SaLLy Knox, the moderator for the seminar and a
member of the Williams Foundation added: “The aim of today’s
seminar is to further develop the theme of deterrence, which we
spoke about at the March conference.

“We will examine the enterprise requirements of a sovereign
multi-domain strike capability in the context of the defence
strategic review. As part of that effort, we will examine the appa-
ratus of an Australian capability needed to strike into the into the
broader region, including the implications of a national indus-
trial base, as well as access and basing considerations.”

Australia has focused on building a fifth-generation force
which inherently is focused on integratability at the high-end.
Part of the discussions revolved around looking at next steps, for
multi-domain strike is inherent in the concept of fifth generation
airpower.

Multi-domain strike is about interactive targeting capability
across a deployed force or third-party targeting. The question of
what the roles of ISR and C2 are in the evolution of fifth genera-
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tion airpower has been a key theme over the past few years in
Williams Foundation seminars. This discussion was broadened
to focus on strike enablement by such an integrated force.

But linking the first seminar of the year with the second
raises a key question: What kinds of strike have higher deterrent
value than others? Is it range? Is it targeting the adversary’s C2
and core ISR capabilities?

There clearly is a difference between strike delivered by
HIMARS systems and by Tomahawks with regard to purpose
and deterrent effect. This was inherent in the discussions but not
focused on as a core question, but clearly needs further consider-
ation as well.

In this chapter, I provide an overview to the second seminar,
and then will consider key presentations and issues raised at the
seminar.

The PACAF Commander, General Ken Wilsbach, provided a
video presentation. He has been a stalwart supporter of the
Williams Foundation seminars during his time as PACAF for
many reasons, but a core one is his emphasis on the positive
impact of the integratability of the U.S. and Australian Air Forces
and their sharing with other allies of their robust integrated
operating experience.

The collaboration between the operational militaries has been
a key factor shaping more effective defence collaboration, and
combat and deterrent capabilities.

Wilsbach underscored why enhanced multi-domain strike
was so important in shaping force evolution in the region:
“Multi-domain operations allow us to overwhelm the adversary.
Historically, warfare carries certain constants. One of the most
important of these is gaining and maintaining the initiative.

“A combatant seizes the initiative, not through advanced tech-
nologies or superior training, but because they hit the adversary
hard enough to knock them off balance, then hit them repeatedly
to maintain an enduring advantage. pressure generated by
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synchronizing operations in time and space creates the opportu-
nities where technology and training can make a difference.”

In my recent book on the F-35 global enterprise, I empha-
sized how crucial collaboration among allied militaries has been
to even see the emergence of fifth generation capability. General
Wilsbach made a similar point with regard to shaping a way
ahead for a multi-domain strike enterprise.

“Our first job is to ensure that everyone in our respective
services understand why these new multi-domain skills are
necessary. If they don’t buy in, they won’t work toward devel-
oping at the pace we need.

“Our second job is to remove the obstacles from their path to
modernize, integrate and innovate.

“Every person at this conference likely has a story of how a
great idea was shut down before it got off the ground purely due
to bureaucracy. This is an area that America can and should learn
from Australia; your aviators are far less likely to stumble over
bureaucratic hurdles than American airmen. We cannot afford to
let process stand in the way of progress.

“The men and women in this room are the ones who set
priorities and establish expectations. If you as leaders are
onboard and your aviators are ready, but progress still stalls, find
the chaff in your organization and burn it out. We will only be
able to effectively compete if we stop hobbling ourselves.

“First; deterrence is our top priority but should it fail, we
must also ensure our people are prepared for what follows.
Those same men and women that set the global standard for
what an airman or aviator should be in competition must also set
the standard for how a joint operator executes the mission and
conflict.

“Those personnel are the ones most likely to understand the
challenges we face from a pure adversary and the inadequacy of a
single domain response as leaders convey the why and then trust
them to make the changes necessary to accelerate our response

4
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for new airmen and aviators joining our ranks built in multi
domain warfare concepts from the outset. To them, the differ-
ences between services should be nothing more than the
uniform.”

In a later presentation, the other distinguished foreign
airpower leader, Air Marshal Harvey Smyth, the Air and Apace
commander, Royal Air Force, underscored that all strike is not
equal. He highlighted the importance of longer-range strike,
which for the RAF was their Storm Shadow weapon, first
deployed on Tornados and now on Eurofighters.

The next generation of Storm Shadow is the SPEAR family of
weapons being developed to be able to be fired by the F-35 as
well. It should be noted that MBDA as a French-British company
is a key part of building capability for both air forces and does
represent the core need to collaborate in weapons development
and production between allied countries.

But Smyth added a key thought with regard to multi-domain
strike and the defence enterprise. If you are shaping multi-
domain strike you need to be focused as well on integrated air
and missile defence. This is key reminder that development in
one part of defence capability drives change in another.

There was significant discussion of the changes in ISR and C2
associated with building a multi-domain strike enterprise. And
the several years of discussion of fifth generation airpower and
force building in earlier Williams Foundation seminars presaged
much of this discussion and provides a significant body of
analysis in thinking through the way ahead.

ISR delivered through various means, Triton UAVs, space-
based assets, F-35s, Growlers, specialized ISR airplanes, etc, are
becoming more than simply collectors for decision makers.
Given the need to operate at the speed of relevance those ISR
operators are now part of providing rapid inputs to strike deci-
sions and are not part of a long ISR to decider kill chain which
has been used in the land wars.
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Speed to relevance requires a significant shift in how ISR is
embodied in decision-making more rapidly. One of the speakers,
WGCDR Marijja Jovanovich, Commanding Officer 10 SQN,
explicitly discussed what I think is nothing less than a revolution
in ISR capabilities at the tactical edge and their role in empow-
ering distributed force C2.

She mentioned explicitly her participation in NAWDCs'’
Resolute Hunter exercise, an exercise which I observed in part
which highlights the change. The essence of the training seen in
Resolute Hunger is part of newly evolving shape of the multi-
domain strike enterprise.

This is how I and my co-author described the exercise in our
book on The Maritime Kill Web Force in the Making (which coinci-
dently has a drawing of an Australian Triton on the cover):

“Cmdr. Pete “Two Times” Salvaggio, the head of the MISR
Weapons School (MISRWS), was in charge of the Resolute
Hunter exercise. In a discussion with “Two Times” in his office
during the November 2020 visit, he underscored the shift under-
way. The goal of the training embodied in the exercise is for
operators in airborne ISR to operate as “puzzle solvers.” Rather
than looking at these airborne teams as the human managers of
airborne sensors, “we are training future Jedi Knights.”

“And to be clear, all the assets used in the exercise are not
normally thought of as ISR platforms but are platforms that have
significant sensor capabilities. It really was about focusing on
sensor networks and sorting through how these platform/net-
works could best shape an understanding of the evolving mission
and paths to mission effectiveness.

“The ISR sensor networks with men in the loop can deliver
decisions with regard to the nature of the evolving tactical situa-
tion, and the kinds of decisions which need to be made in the
fluid combat environment. It may be to kill or to adjust judge-
ments about what that battlespace actually signifies in terms of
what needs to be done.
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“And given the speed with which kill decisions need to be
made with regards to certain classes of weapons, the ISR/C2
network will operate as the key element of a strike auction.
Which shooter needs to do what at which point in time to
degrade the target? How best to determine which element of the
shoot sequence—not the kill chain—needs to do what in a timely
manner, when fighting at the speed of light?

“What ISR capabilities can deliver are “moments of clarity”
with regard to decisive actions. At a minimum, the ISR teams are
shifting from providing information for someone else to make a
decision to being able to deconstruct the battlefield decision to
craft real time understanding of the situation and the targeting
options and priorities.”!

The discussion of C2 throughout the day underscored the
impact of the shift to distributed force operations upon how to
make decisions which tapped into various groupings of plat-
forms to deliver multi-domain strike to deliver the desired effect.

In the presentation by defence analyst Carl Rhodes, he under-
scored the scope and nature of the change required: “So if we
look at command and control, what allows us to go from today’s
capabilities to these future concepts?

“First of all, the decision making needs to go from a very
centralized process to a more decentralized process, delegating
more authority down to the commanders who are in the air,
potentially, or to multiple command cells in the field.

“The planning and execution can move from primarily a
human centric process, assisted by computers, to maybe human
centric Al assisted process to an Al enabled process, where
humans are helping the process, but the Al is doing a lot of the
work.

“So that’s command and control. You also need improved
communications as well. So today, interoperability exists. It’s
enabled in specific kill chains, but doesn’t exist for all parts of the
force.
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“And to move to these future concepts, you need to build it
into systems, all systems kind of at birth across domain. You also
need to think about resilience rather than just protecting indi-
vidual links. How do you protect the entire system by using
diverse paths independent decision making?”

A key theme embedded in several presentations was the
nature of the ADF transition needed to fully adapt to multi-
domain strike operations. For example, several speakers talked
about the significant progress in tactical joint force targeting
over the past decade. Now the challenge was to build on that
progress to work more effectively to provide strategic multi-
domain targeting.

And building out the military kit necessary to deliver strike is
a key challenge for Australia. Here the working relationship with
the United States is key to delivering the initial long-range strike
capability. But going forward, as we discussed in the last seminar,
there clearly needs to be an arsenal of democracy. This means the
United Sates or the European designer of the weapon system is
able to open production lines in Australia both Australian and
allied needs.

As AVM Gerry van Leeuwen, Head of Guided Weapons and
Explosive Ordinance put it:

“As global suppliers work to refill their inventory still recov-
ering from the impacts of the “COVID global pandemic, they're
working in capacity to meet increasing demand, and the world
seems to have woken up. To use an analogy, it looks like every-
one’s in the same buffet line. And if you're the back of the queue,
you better not be too hungry.

“We're currently working on creative ways to accelerate
orders, and especially those long-range strike weapons. And not
surprisingly, those weapons are the same weapons in high
demand by the U.S. given our common interest in the Indo-
PACOM region. But our relationship is strong and collegiate.
The U.S. seemed willing to work with us in that regard, but have
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cautioned that if they provide advanced weapons for Australia,
we sure as hell better be prepared to use them.” Explosive
Ordinance.

The scope of enterprise considerations was a key theme of the
presentation by LTGEN John Frewen, Chief of Joint Capabili-
ties. “Multi-domain infers the integration of all five domains, not
just the three traditional domains with space, cyber and informa-
tion as auxiliary add ones. Multi-domain requires the prioritiza-
tion, sequencing and layering of kinetic and non-kinetic effects
at moments in time and throughout a campaign. And this applies
in both competition and conflict.

“And [ offer four thoughts or areas for focus around
Australia’s multi-domain strike enterprise...I'm just back from
the U.S. last week. And all of the briefings I recently received
spoke to see five ISR T and the T is targeting.

“And I think this is clear acknowledgment that our command-
and-control systems and our targeting systems are inherently
linked. And we've got to start to design and operate our C2 and
targeting systems as part of a whole and to defend them and our
freedom to operate through cybersecurity, space control and
electronic warfare.

“We will also need the ability to force generate the people and
collective skills required to generate increasingly complex
targeting and that will be an endeavor on itself.

“Secondly, no C2 targeting system going forward will be
effective unless it is empowered through artificial intelligence.
This is both in a sense of data management of ever-increasing
volumes of data and decision support in ever more complicated
environments, including machine on machine contests. We must
build effective Al into all of our systems from here on in and
start to grow the specialist workforce needed to design enable
and oversee ai ai capabilities.

“Whether in competition or conflict, no government or mili-
tary endeavor will succeed without understanding, if not domi-
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nating the information environment. And this has always been
true even if we have not always been as conscious of it as we
are now.

“What has changed is the scale of content and range of
mediums for information, the evolution of the art of misinfor-
mation, and the appetite of some populations for alternative
truths. All of this is now being fueled by machine capabilities and
Al in ways that are beyond traditional means of management.

“We must increasingly grow our capacities both human and
machine in the information environment. This is essential to
deterrence and to competition and conflict and we must not
permit a targeting system to evolve that is not fully aware of and
nested with information and other non-kinetic effects.

_AvL_SIR RICHARD

\ WILLIAMS
FOUNDATION

Air Marshal (Retired) Brown speaking at the Williams Foundation
seminar.

“And finally, we cannot overlook the centrality of logistics to
all we do. This applies to multi-domain targeting as much as it
does to conventional maneuver. Targeting, even in its most
kinetic sense, will require a resilient logistics network to deliver

10
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money, munitions, maintenance and sustainment both here
domestically.

“And in areas of intense conflict, it will be folly to develop a
sophisticated targeting enterprise that does not have comparable
investment in a logistics enterprise that has in recent decades
been designed for efficiency rather than resilience.”

Air Marshal (Retired) Brown concluded the session by raising
two cautionary notes. The first was the question of structuring
DoD to be able to deliver the effects desired. And second was the
question of resources.

“We have a DSR that is strategically ambitious. And I basically
agree with most of the things that are in it, but it is not funded.
And while it is not funded, that creates an enormous problem for
the DoD and for the IDF going forward.”

1. Robbin F, Laird and Edward Timperlake, A Maritime Kill Web Force in the
Making: Deterrence and Warfighting in the 2Ist Century, pp.. 196-198, Kindle
Edition.
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THE DSR AND THE AUSTRALIAN
STRIKE ENTERPRISE

S

e need to start first with considering how the
2023 Australian Defence Review has prioritized
the need for enhanced ADF strike capabilities.

In the review, the notion of enhanced strike capability entails
shaping longer-range reach of those capabilities, the enhance-
ment of joint strike capabilities and the shaping of an industrial
base to support the strike enterprise transition.

Here is some of the language from the DSR regarding the
strike enterprise:

“Due to the significant changes in Australia’s strategic
circumstances, the Government agrees with the Review’s finding
that the ADF as currently constituted and equipped is not fully fit
for purpose. The Government deeply appreciates those who
serve in the ADF and is committed to ensuring our people have
the capabilities and resources they need. Delivering the Govern-
ment’s vision and implementing the findings of the Review will
require a more holistic approach to defence planning and
strategy.

“Australia must have a fully integrated and more capable ADF
operating across five domains which work seamlessly together

12
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on joint operations to deliver enhanced and joined-up combat
power. Navy must have enhanced lethality — including through
its surface fleet and conventionally-armed, nuclear-powered
submarines — underpinned by a continuous naval shipbuilding
program.

“Army must be optimised for littoral operations in our
northern land and maritime spaces and provide a long-range
strike capability. Air Force must provide the air support for joint
operations in our north by conducting surveillance, air defence,
strike and air transport. Defence must also continue to develop
its cyber and space capabilities.

“The Government’s immediate actions to reprioritise
Defence’s capabilities in line with the Review’s recommendations
include: investing in conventionally-armed, nuclear-powered
submarines through the AUKUS partnership; developing the
ADF’s ability to precisely strike targets at longer range and
manufacture munitions in Australia....” (Page 7).

NATIONAL
DEFENCE .

DEFENCE
STRATEGIC
REVIEW

The cover of the 2023 Australian Defence Strategic Review.

13
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A key focus is upon “an enhanced long-range strike capability
in all domains.” (Page 19).

This is one of the justifications proffered for acquiring
nuclear powered attack submarines. “The acquisition of conven-
tionally-armed, nuclear-powered submarines will transform
Navy’s capability. Nuclear-powered submarines are key assets
both in effecting a strategy of denial and in the provision of anti-
submarine warfare and long-range strike options.” (Page 56).

For Army this means: “Defence must rapidly accelerate and
expand Army’s littoral manoeuvre vessels (medium and heavy
landing craft) and long-range fires (land-based maritime strike)
programs. This will require Army to re-posture key capabilities.”
(Page 59).

This is translated in the DSR in terms of acquiring HIMARS
and a land-based maritime strike capability. (Page 59).

For the RAAF, the B-21 is rejected as an acquisition option
but there is an emphasis on “F-35A Joint Strike Fighter and F/A-
18F Super Hornet aircraft must be able to operate the Long-
Range Anti-Ship Missile. The Joint Strike Missile (JSM) should
also be integrated onto the F-35A. To enable the F-35A fleet to
operate the JSM, the aircraft will need to be upgraded to Block 4
configuration.” (Page 61).

14
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Air Vice-Marshal (Retired) Roberton speaking at the Williams
Foundation Seminar 27 September 2023.

And finally, Australia must build up its production capability
in the strike area. “Long-range strike and other guided weapons
are fundamental to the ADF’s ability to hold an adversary at risk
in Australia’s northern approaches. To do this, the ADF must
hold sufficient stocks of guided weapons and explosive ordnance
(GWEO) and have the ability to manufacture certain lines.” (Page
68).!

At the seminar held on 27 September 2023 , the former Air
Commander Australia, Air Vice-Marshal (Retired) Zed Roberton
discussed the DSR and strike.

Roberton looked back at the history of ADF orientations and
engagements and argued that until the 2020 defence initiative of
the government, the ADF was equally balanced among three
objectives: “Those were to defend Australia, look after the near
region and to contribute to global coalitions as part of the global
order. It was really interesting that those three objectives were
equally weighted by design.”

After 2020 and in the recent DSR, the shift has been clearly to
prioritizing Australian defence within the Indo-Pacific. And in so

15
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doing, he underscored that the focus is not just the defence of
Australia to the North but a much broader focus on the Indo-Pac
region. This means that Australia now faces a “four ocean front”
in designing and operating its force in the defense of Australia.

History of Defence policy in Australia

Australia has always allied itself to the major maritime power

Key Imperial Defence Forward Defence Defence of Australia Post 9-11

moments  1901-1950 1950-1975 1975-1997 2000s — 2020
Alliance with UK, Alliance with US Need for self- Contributions to
Royal Navy following Japanese reliance coalitions

attacks

Maijor ally >~ L] E=
raln

Theme Ally to the crown Fighting to strengthen alliances Increasing contribution as a

junior partner

Strike Maritime strike - RN Strike ops Invented threat COIN Ops;
relevance Korea/Vietnam posture: Kamaria assumed air
superiority

But given the size of Australia as a continent, and the rela-
tively small population, the ADF needs to be capable of gener-
ating agility to generate the mass required to make a significant
strategic effect.

Roberton argued that the ADF needs to follow three princi-
ples to generate the capability needed for agility and force inte-
gration to achieve a desired strategic effect. The first is
redundancy, not resilience. “We have too many single points of
failure. The multi-domain approach provides a way to focus on
redundancy in strike.”

The second is agility. Roberton underscored: “When you've
got a small number of people in a defense force with a small base,
your ability to bring about an effect around the continental land-
mass or its approaches and hold forces at risk further from
Australia requires agility. And a level of agility not just in capabil-
ities, but in our procedures and processes.”

The third is focused mass. This obviously is the goal of multi-

16
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domain strike, to have an ability for an agile force to concentrate
across multiple domains the desired strategic effect. Going
forward, Roberton argued that “we will see a massive focus on
things like uncrewed aerial vehicles, uncrewed sea vehicles or
land vehicles, the ability to have pre-positioned missile systems
and of course, synchronized with cyber and in space effects.”

Principles

1. Redundancy
2. Agility

3. Focused mass

He concluded that two questions are critical moving forward
which we need to consider. “How does Australia hold adversary
forces at risk further from our shores? And and what does next
generation deterrence really look like?”

But he warned that the question of both resourcing and
prioritization in defence raises real challenges for the kind of
force adapation which Australia will need. He provided a slide in
his presentation which highlighted the extent of the budget
challenge.

17
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Highlights of the un-resourced
Defence Strategic Review

4 year spend on implementing the
review (including AUKUS
submarines)

$19Bn

cuts achieved through
“reprioritization of the integrated
investment program”

$7.8bn

So far ... Defence Projects
cancelled, delayed and re-scoped
respectively ...

4s 65 21

Reduced acquisition of LAND 400
Phase 3 IFVs from earlier
planned 450

129

‘Source: Defence Siratogc Review 2023

Focus is on —

.

ing in i d, nuclear-p d
submarines through the AUKUS partnership
Developing the ADF’s ability to precisely strike

targets at longer range and manufacture munitions
in Australia

Improving the ADF'’s ability to operate from
Australia’s northern bases

Lifting capacity to rapidly translate disruptive new
ies into ADF ility, in close p: i
with Australian industry

Investing in the growth and retention of a highly-
skilled Defence workforce

Deepening diplomatic and defence partnerships
with key partners in the Indo-Pacific

Put in simple terms: how does Australia pay for its nuclear
submarine project and at the same time source the overall ADF
transition to a multi-domain capable defence force?

1. https://www.defence.gov.au/about/reviews-inquiries/defence-strategic-

review.
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CONSIDERING THE NATURE OF
STRIKE AND ITS ROLE IN
DETERRENCE STRATEGY

S

ﬁt the 27 September 2023 Williams Foundation Seminar,
Chris Mclnnes of the Foundation provided a conceptual
analysis of the elements of strike and their utility In warfighting
and deterrence.

He warned against the experience of the past two decades
where precision strike has been used by the liberal democracies
to reduce risk to themselves and collateral damage against our
adversaries.

He looked back at World War II and provided several exam-
ples of the need for a prolonged campaign of strike to achieve
objectives, and indeed, the challenges facing World War II
bombing campaigns in Europe to achieve objectives as the
Germans responded in asymmetric ways to reduce the strategic
effect of those strike efforts on the German war effort.

19
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Chris McInnes speaking at the Williams Foundation Seminar 27
September 2023

Mclnnes underscored: “Understanding the driving purposes
behind why Australia is investing in strike is crucial to building
strike forces. Strike direction must be supported by diverse
philosophies that enable a generation of new ideas and
approaches.

“These in turn should be tried and tested through many small
experiments. These philosophical elements underpin the range of
opportunities strike provides.

“To exploit these opportunities, we must carefully consider
the elements of utility and access. Utility is context dependent,
and includes considerations of effectiveness, reliability, flexibil-
ity, and repeatability.

“Access is an outcome of operational reach, which requires
the packaging of forces with appropriate permissions, range,
responsiveness and sustainability.”

I would note that the DSR talks often of deterrence by denial
in which clearly multi-domain strike plays a key role.

20
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But what is the exact correlation between types of strikes and
where they are delivered to achieve deterrence by denial?

This really is an unanswered question in the DSR but is
crucial in connecting any considerations of what strike, when
and how leads to deterrence rather than ongoing escalation.

The war in Ukraine certainly is a warning with regard to the
question of what strike options are related to war termination
which is the function of deterrence in conflict short of total war.
There seems to be little consideration of how escalating strike
options for Ukraine is connected with war termination or “victory.”

In effect, McInnes was calling for clear headed thinking with
regard to shaping long range and multi-domain strike capabili-
ties by Australia to the strategic purposes of deterrence.

Mclnnes provided a one-slide summary of what he called the
elements of strike. This slide underscored that the strike which is
possible needs to be correlated with the purpose and duration of
conducting strikes.

ACCESS

UTILITY

The Elements oo

of Strike [ omenon

PURPOSE "\

Where are your strike assets deployed or located?
What can they achieve against your adversary?
In tactical terms and in deterrent meaning?

21
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Long-range strike is part of an effort to touch the adversary
further from your forces or your territory. Yet multi-domain
strike in a key area delivered by ground-maritime-air forces
tactically may have the strategic effect one is looking for.

But from my personal point of view, it is crucial to link strike
considerations with deterrent considerations with capabilities to
negotiate in conflict situations. Strike capabilities are key parts of
negotiating from strength, but only if the political actors under-
stand the relationship between particular strike capabilities and
conflict termination.

This is a subject for considered attention going forward.

22



DETERRENCE AND MULTI-DOMAIN
STRIKE: THE PERSPECTIVE OF
PACAF

S

hat is the relationship among multi-domain strike
capabilities, warfighting and deterrence?

Multi-domain strike capabilities can only be done with foun-
dational capabilities which enhance one’s viability in warfighting,
and by being able to do so to enhance the adversary perceptions
of their risk calculus. They need to believe that continuing a
conflict is not worth the effort because they can not easily defeat
you or intimidate you into capitulating to their demands.

But I would argue that strategically enabled multi-domain
strike also requires political-military leadership which under-
stands how to engage in war termination.

And I would argue being able to do effective war termination
rests on the adversary’s understanding of the robustness of our
ability to continue a campaign. And this rests as well on a viable
distributed force structure whose continued ability to punish an
adversary suggests that war termination is in their interest as
well as ours.

The presentations of General Wilsbach at the March and
September Williams Foundation seminars provide several

23



ROBBIN LAIRD

insights which suggest the relationships among multi-domain
strike, war fighting and deterrence.

At the March seminar, the General argued the following: “The
message of cost imposition is simple on its surface but has layers
to consider. First and foremost, we all understand that no one
wins if a conflict with China breaks out in the Indo-Pacific. That
would be the worst-case scenario for every nation that calls the
region home and is the last thing any of us want.

“So if an aggressor chooses to cross that line, they are already
willing to bear considerable cost. That’s why the deterrence must
be credible and convincing. You cannot leave room for doubt
that the cost could be tolerable.

“To do that, you need to know who should receive that
message. In authoritarian regimes, it must reach the few people
at the top who hold all the decision- making authority. They may
never bear the cost personally, but their power relies on the fear
and submission of those who will....

“Denial, cost, resilience. Ideally, our deterrence actions should
convey all three messages simultaneously. If I were an adversary
planner, seeing capable forces across multiple, like- minded
nations committed to action, able to deny my goals at over-
whelming cost to me, and resilient enough to weather any of my
attacks, that would keep me up at night. Integrated deterrence
requires integration, readiness, and willingness, but it also needs
one more thing—belief.”

In the September seminar, Wilsbach focused then on how
multi-domain strike empowered deterrent capabilities. He
underscored in his video presentation the following:

“There are many reasons to lean into multi domain opera-
tions, but [ want to focus on one in particular, multi domain
operations allow us to overwhelm and trip the adversary. Histor-
ically, warfare carries certain constants.

"One of the most important of these is gaining and main-
taining the initiative. A combatant seizes the initiative, not
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through advanced technologies or superior training, but because
they hit the adversary hard enough to knock them off balance,
then hit them repeatedly to maintain an enduring advantage.
pressure generated by synchronizing operations in time and
space creates the opportunities where technology and training
can make a difference.”

From General Wilsbach’s video presentation to the 27 September
2023 Williams Foundation Seminar.

To be able to do multi-domain operations requires a
warfighting ecosystem which reflects and embodies effective
warfighting and deterrent capabilities, of the sort no adversary
could miss. Of course, the failure to build such an ecosystem will
mean that multi-domain strike will not be feasible or viable. The
adversary understands this and targets force integration across a
distributed battlespace, and works to enhance antagonisms
among allies in a way to undercut the kind of integration which
is both possible and necessary.

Wilsbach emphasized three key elements of the warfighting
ecosystem which enables multi-domain strike and deterrence.

“The three angles of attack I've covered today, optimizing
internal Air Force capabilities, joint integration, and ally and
partner integration are areas we need to push. If we want to
execute multi domain operations.

“All three will fail, however, if we don't leverage our decisive
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angle, our airmen and aviators, our people are the best in the
world, something our competitors recognize as they tried to
copy our methods and attempt to hire our former members to
train their forces....”

He concluded with a fundamental warning regarding the
importance of shaping multi-domain strike capabilities
throughout an integrated joint and coalition force as a core
enabler of warfighting and deterrence.

“As I conclude allow me to make one more pass to stress the
importance of multi-domain strike, Seizing and maintaining the
initiative remains a key tenant of success in conflict. And you can
only do that by hitting your adversary from every angle. The
modern battlefield has one overarching rule--overwhelm or be
overwhelmed.”

The Presentation

The days of single domain strike against a peer adversary are
over. Synchronized effects across domains will be required to
achieve operational objectives.

There are many reasons to lean into multi domain operations,
but I want to focus on one in particular, multi domain operations
allow us to overwhelm and trip the adversary. Historically,
warfare carries certain constants.

One of the most important of these is gaining and main-
taining the initiative. A combatant seizes the initiative, not
through advanced technologies or superior training, but because
they hit the adversary hard enough to knock them off balance,
then hit them repeatedly to maintain an enduring advantage.
pressure generated by synchronizing operations in time and
space creates the opportunities where technology and training
can make a difference.

The war in Ukraine has shown the differences between single
and multi-domain warfare. At the organizational level, neither
the Russians nor the Ukrainians have integrated multi-domain
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fires into their schemes of maneuver. The result is a grinding
attritional fight where gains are measured in meters.

But at the unit level, agile Ukrainian forces have created
opportunities for themselves by combining multi-domain capa-
bilities. Frontline units have combined space effects off the shelf
drones and Soviet era equipment through apps soldiers can
download in minutes to find, fix, and kill the enemy in coordi-
nated air and lands strikes.

Strikes that are then immediately broadcast to the world. And
one of the most effective information operation campaigns of the
Internet age, Ukraine's multi-domain efforts have allowed them
to resist and overcome what on paper is a superior military force.

The Indo-Pacific however has some significant differences
from inland conflict on the plains of eastern Europe. Supply lines
and supporting infrastructure or orders of magnitude more diffi-
cult to manage across the Pacific Ocean.

And geopolitics makes this theater far more sensitive to
conflict with the regional aggressor China. China's behavior
threatens the stability of a free and open Indo-Pacific. In the
words of the Australian Defence Strategic Review: The buildup
of the PLA, the party army of the Chinese Communist Party,
“constitutes the largest and most ambitious military buildup of
any country since the end of the Second World War.”

Should the CCP decide to wield its military to further desta-
bilize the region or should other security challenges come to the
fore in the Indo-Pacific, any resulting fight requires us to have
iron in the sky, when and where it's needed. But the farther out
we stage our forces, the less mass we can bring to bear and the
slower our operational tempo will be.

Given those challenges, how do we as Air Forces ensure we can
hit an adversary from every angle at once? By relentlessly focusing
today's efforts on three main angles, our internal Air Force capa-
bilities, joint integration and integration with allies and partners.
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I start with our respective services because that is where we
have the most control.

Our focus should be on making the air contribution to the
multi-domain fight as flexible as possible. That flexibility stems
from the decisions we make on what equipment to purchase,
what training to mandate, and what doctrinal concepts to
prioritize.

This is intimately tied to our modernization efforts. Time-
lines for developing new weapons systems now outlast the
people who draft the requirements. Those long timelines are why
it's critical that we define requirements with integration from
step zero. | say step zero deliberately, just like no one has to say
this new aircraft needs to be able to fly.

We need integration capabilities to be an obvious require-
ment. Not only do new requirements need to integrate, but
legacy equipment has to connect as well. Every asset in the air or
on the ground is a potential sensor or shooter.

We can't afford to blind ourselves by giving legacy IT equip-
ment a pass on integration. Updating our means of war is neces-
sary, but it won't bring us any closer to victory if our ways of war
don't modernize as well.

In Iraq and Afghanistan, we can project overwhelming pres-
sure via airpower from a few consolidated bases. Since our
adversaries could not threaten those airfields, we favored effi-
ciency over resiliency. A pure adversary will not allow us that
luxury. Concepts like agile combat employment, rapid runway
repair, operational security, and deception must be embedded in
everything we do.

We've done this before. During World War Two, Australian
and American engineers built and operated from over 200
runways between Australia and Okinawa in just three years.
There is something within our influence as Air Forces for our
respective nations.
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Optimizing ourselves internally is only the first angle, we
must also relentlessly pursue integration with our joint partners.

Joint Operations are inherently multi-domain. But the level of
integration and effectiveness sits on a spectrum.

On one side, you have complete integration with seamless
adaptability between multi-domain capabilities.

On the other, you have individual services operating indepen-
dently in the same area at the same time calling themselves joint.
We need to operate on the extreme integrated edge of that
spectrum.

When we hit the level of integration, every targeting solution
will be shooter agnostic. It won't matter who sinks the ship. Just
that it's sunk. To get there, the joint community needs to
continue evolving its technology and mindset.

The most critical need is facilitating the interconnectivity of
sensors, shooters, and munitions across each domain. We know
this because PLA commentaries frequently point out their desire
to disrupt that connectivity.

What matters is having a self-healing meshed C2 networks that
gets data where it's needed when it's needed. What we can afford to
do is wait for a fully developed solution to get delivered to us. We
need in the here and now start connecting assets wherever we can.

This is where we can learn from the Ukrainians. In less than a
year, Ukraine has built, tested and fielded systems like crop via to
link drone feeds to artillery units for live plotting of enemy and
friendly positions, integrated commercial space capabilities into
their entire range of military operations, and successfully
connected their systems not just to internal Ukrainian systems,
but across 15 systems from 10 countries, including NATO F-16s.

We can make existing products work in unique ways while
building flexible and purpose driven products. Not behind layers
of defense industrial base bureaucracy, but with operations in the
field.

29



ROBBIN LAIRD

Which brings me to the second area that joint community
needs to focus on. These systems won't be effective unless we
train operators to prioritize the multi-domain fight over the
single domain fight.

Our training pipelines across all services emphasize creating
world class experts are hyper focused on a narrow skill set. To a
certain extent, this is appropriate, we still need our pilots to be
the best in the world.

But to leverage multi-domain capabilities to their utmost, we
need to train to that standard at every opportunity. That's why
exercises like Talisman Sabre, Red Flag and Pitch Black are so
important.

These events give our operators the opportunity to practice
the high-end multi-domain skills that they need to win on the
modern battlefield. The more we can do these events at scale
with realistic contestant environments, the better our operators
will be.

When our joint capabilities and mindset operate at the right
level, we can bring our kill chains down to minutes and seconds
instead of hours and days....

Now it's just a matter of bringing it on board and training our
operators to take advantage of it. Joint integration takes us down
a partway to full potential of multi domain operations.

Relentless integration with our allies and partners is the third
angle that will finish the job. Allied and partner integration must
focus on what Air Marshal Chipman champions--pushing
ourselves beyond interoperability to interchangeability.

Australia's military, particularly within the RAAF leads this
effort in many ways. Like with the Enhanced Air Cooperation
Initiative, its core tenants make an excellent foundation and we
are reaping dividends from building upon them. Practicing inte-
gration of combined warfighting capabilities is exactly what I
talked about with getting our operators to think in a coalition
multi-domain mindset.
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We've had several recent successes in this area such as Red
Flag Alaska where mixed F 35 4 ships worked with joint forces
under the sea to have a RAAF operated E-7 to generate multi-
domain effects. At the operational level exercises like Pacific
Century with AOC to AOC, and higher headquarters interfaces,
we build out our multinational C2 skills and hone the targeting
and planning requirements that come with them.

With more events like that coming up soon, the only differ-
ence in what our respective forces bring to the fight will be the
accent over the radio. Collaborative airbase operations and
combat support ensures we will have the most effective power
projection platforms to get our forces into the fight. Efforts at
Darwin, Tyndall, Shergar and Curtin are precursors to next
generation warfare.

What we do at those air bases today will be studied by future
historians and strategists with the same importance as the poplin
campaign or taking of Iwo Jima.

Finally, the emphasis on bilateral regional engagement shows
that Australia recognizes that none of us are as strong as all of us.
I applaud Australia's inter and intra theater engagements and the
value to regional stability they bring whether it's growing rela-
tions with the Japanese self-defense force advancing technolog-
ical developments or supporting historical ties across Oceania.

Australia's efforts are a cornerstone of maintaining a free and
open Indo-Pacific. Australia's capabilities and aviators are world
class and the interchangeability of our personnel is second to
none.

The three angles of attack I've covered today, optimizing
internal Air Force capabilities, joint integration, and allied and
partner integration are areas we need to push if we want to
execute multi domain operations.

All three will fail, however, if we don't leverage our decisive
angle, our airmen and aviators, our people are the best in the
world, something our competitors recognize as they tried to
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copy our methods and attempt to hire our former members to
train their forces.

Today's objectives are to inspire and enable these warriors to
compete at the highest level of performance.

Our first job is to ensure that everyone in our respective
services understand why these new multi domain skills are
necessary. If they don't buy in, they won't work toward devel-
oping at the pace we need.

Our second job is to remove the obstacles from their path to
modernize, integrate and innovate. Every person at this seminar
likely has a story of how a great idea was shut down before it got
off the ground purely due to bureaucracy. This is an area that
America can and should learn from Australia, your aviators are
far less likely to stumble over bureaucratic hurdles than Amer-
ican airmen.

We cannot afford to let process stand in the way of progress.
The men and women in this room are the ones who set priorities
and establish expectations. If you as leaders are onboard and
your aviators are ready, but progress still stalls. Find the chaff in
your organization and burn it out.

We will only be able to effectively compete if we stop
hobbling ourselves first. Deterrence is our top priority but
should it fail, we must also ensure our people are prepared for
what follows. Those same men and women that set the global
standard for what an airman or aviator should be in competition
must also set the standard for how a joint operator executes the
mission and conflict.

Those personnel are the ones most likely to understand the
challenges we face from a pure adversary and the inadequacy of a
single domain response as leaders convey the why and then trust
them to make the changes necessary to accelerate our response
for new airmen and aviators joining our ranks built in multi
domain warfare concepts from the outset.
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To them, the differences between services should be nothing
more than the uniform.

The gap between our capabilities and China's shrinks every
day. The CCPs authoritarian approach may not bring much
freedom or welfare to its people, but it is capable of acquiring
and fielding new military capabilities at China's speed. They
steal, copy and refined capabilities from us at a rapid pace.

They're catching up and in some cases are moving behind us.
It is past time for us to get comfortable with risk and push the
advantage our airmen and aviators provide us. I would pick any
Australian or American pilot over any plan or PLA pilot in a
dogfight, and I would trust an Australian maintainer to generate
my aircraft.

Now our airmen and aviators are learning to trust any sailor
marine soldier or guardian as intimately as they do their air force
wingman. That is the mind set shift we need them to make
complete trust in the joint warfighter.

Once we've done that there is not a force on this planet that
can stand against us.

Ladies and gentlemen, as I conclude it allow me to make one
more pass to stress the importance of multi-domain strike,
seizing and maintaining the initiative remains a key tenant of
success in conflict.

And you can only do that by hitting your adversary from
every angle.

The modern battlefield has one overarching rule, overwhelm
or be overwhelmed.
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THE STRIKE ENTERPRISE AND THE
ROYAL AIR FORCE

S

ith the signing of AUKUS, Australia certainly

closely aligned its way ahead with regard to
weapons development and acquisition with the United States and
the Britain. While most attention has been paid appropriately to
TLAMs and long-range strike, what is Britain doing in the strike
area of note for Australia?

At least part of an answer to that question was provided by
the presentation by the current head of the RAF, Air Marshal
Harvey Smyth, to the seminar.

In his presentation, he focused on the RAF’s experience with
the evolution of its strike enterprise in terms of the development
of its airborne strike force as well as providing a very helpful
reflection on what the experience of the current conflict in
Ukraine and Russia might mean for working a way ahead in the
strike area.

Smyth started his presentation this time as he did the last by
citing the importance of the UK’s “refresh” of the strategic
defence review which was issued in March 2023 at almost the
same time as Australia’s DSR. The “refresh” reaffirmed the core
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approach of the earlier strategic review but emphasized that the
pace of change was accelerating.

And obviously there was a major war ongoing in Europe,
which although referred to often as the conflict in Ukraine, I
would label it more accurately as a NATO-Russian war in
Ukraine. And given the central impact of this war on British
interests, it obviously is having a major impact on British
thinking as well.

Indeed, Air Marshal Smyth noted that 80% of his “day job”
was focused on Ukraine. The “refresh” underscored that “We are
now in a period of heightened risk and volatility that is likely to
last beyond the 2030s.

[R2023 updates the UK’s priorities and core tasks to reflect
the resulting changes in the global context.

“First, IR2023 responds to Russia’s illegal invasion of
Ukraine. Putin’s act of aggression has precipitated the largest
military conflict, refugee and energy crisis in Europe since the
end of the Second World War. It has brought large-scale, high
intensity land warfare back to our home region, with implica-
tions for the UK and NATO’s approach to deterrence and
defence.

“As IR2021 set out, Russia is the most acute threat to the UK’s
security. What has changed is that our collective security now is
intrinsically linked to the outcome of the conflict in Ukraine. We
must also analyse, learn from and adapt to the changing nature of
warfare — notably in the land domain.”!

So what is Britain learning?

According to Smyth, the war is proving amongst other things
that “possessing the ability to successfully execute deep strike
missions in a sustained manner, with precision and pace amongst a
very dense and complex defense system, whilst in parallel defending
against the enemy’s ability to conduct similar operations against
you is a fundamental cornerstone to modern high intensity conflict.
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“Hence, President Zelensky has continued to campaign
around the need to gift additional long-range capability like the
Storm Shadow cruise missile.

“This missile is currently being utilized with very positive
effect. And we've recently witnessed and many successful
Ukrainian strikes against targets like the Russian Black Sea
Fleet, deep in Crimea hugely symbolic in terms of Ukraine’s
ability to reach deep into Russian held territory, specifically in
terms of penetrating one of the world’s most densely complex
defenses to achieve precision effect against strategically impor-
tant targets.

“This is fundamentally altering their dynamics of this whole
conflict”

Smyth’s example is an important one.

What exactly is the relationship among an ability to deliver
long range strike and war termination, deterrence or “victory”?

The NATO-Russian war in Ukraine is raising a lot of ques-
tions concerning the relationship of strike to what kind of
warfighting and diplomatic outcomes occur and are desired. And
the question of what kind of strikes lead to WMD escalation
remains a critical one as well in this war.

It is not an exercise: it is not a drill: it is a war in the center of
Europe and is driving significant change in the thinking of a
number of European countries bordering Russia with regard to
what their strike posture needs to be facing Russia.

A key element of the evolution of strike involved in Ukraine
clearly is with regard to land-based operations utilizing drones
and a decentralized (to put it mildly) C2 system. Here Ukrainians
have used a variety of drones to strike and kill Russian ground
forces by a combination of space-based commercial capabilities,
cell phones, and localized decision with regard to targets.

The Russians have used their drones to attack infrastructure
and inflict civilian causalities. This is a good reminder that
authoritarian states and liberal democracies have very different
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targeting philosophies and any asymmetry in this regard musts
be considered in warfighting and deterrent calculations.

- _L¥L_SIR RICHARD
\ / WILLIAMS
FOUNDATION

Wwww.williamsfoundation.org.au

Air Marshal Smyth speaking at the 27 September 2023 Williams
Foundation Seminar.

This dynamic of strike and defense is a key one and Air
Marshal Smyth warns: “We should pay particular attention to
Russia’s ability to sustain an extremely capable long range attack
force, bringing to bear on a routine basis coordinated standoff
attacks with cruise missiles, hypersonic weapons, and one way
attack drones targeting Ukraine’s critical national infrastructure
on a very regular basis.

“This is a point that will become ever more important as we
enter another winter of warfare, where the targeting of energy
and power supplies adds a dramatic humanitarian effect and
dimension to the challenge.

“For me, the biggest lesson here is that any discussion about
the development of multi-domain strike capability must go hand

37



ROBBIN LAIRD

in glove with the discussion around your own integrated air and
missile defense. One must be able to defend against the adver-
sary’s ability to strike you once you break through their defenses
to strike them.”

The remaining discussion by Smyth focused on RAF consid-
erations concerning the evolution of the strike enterprise. Here
he focused on the evolution of the Storm Shadow to a new family
of strike weapons, which they have labelled Selective Precision
Effects At Range (SPEAR).

This family of weapons is being developed by the European
company MBDA where especially important is the UK-French
weapons cooperation. But these weapons are being developed by
a construct created earlier in the UK called the Complex
Weapons Project which was set up by Lord Drayson, then the
Defence Minister, to build weapons in an era of defence dollar
scarcity.

I remember this development well for | was working at the
time for the U.S. Defence Acquisition Chief, and then Secretary
of the Air Force Mike Wynne. In a 14 July 2008 article by Craig
Hoyle, the nature of the enterprise was identified: “Including
MBDA, Qinetig, Roxel, Thales Missile Electronics, Thales UK
and the MoD, the partnership was formally launched with a
signing ceremony at the show involving Minister for Defence
Equipment and Support Baroness Taylor.

“Team CW will help to maintain the UK’s key skills and tech-
nologies in missile development and protect our operational
sovereignty in this sector for the future,” she says.

“This is a real landmark,” says Team CW industrial chairman
and MBDA UK managing director Steve Wadey. “It has taken
radical change in industry and the MoD to reach this point.”

“The new framework seeks to remove duplication, simplify
platform integration, encourage modularity and provide plan-
ning stability to the UK’s guided weapons sector. This has
suffered a 25% decline in its business over the last few years, but
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is expected have a potential worth of £6 billion over the next
decade, says Wadey.”

With this approach and with a strong partnership with the
French MoD, the RAF has benefited from the arrival of Storm
Shadow and building the new SPEAR family. But as Smyth notes
the time line envisaged for SPEAR pre-dates the new situation,
and how do we accelerate building the new generation of
weapons?

Air Marshal Smyth also underscored that it was important to
work the relationship between high-end precision weapons with
less costly and more numerous weapon stocks in equipping the
force. What is the right balance? How to fund it? How to deploy
it? How to connect strategic and tactical effects from the use of
such an integrated weapons enterprise?

He noted: “High tech weapons are of course clearly used (in
the war in Ukraine), but all must be defended against and these
one way attack drones offer a very significant cost differential
compared to defensive systems, sending a cardboard drone to an
airfield that’s being defended by an S-400s.

“This can potentially induce a critical stockpile imbalance and
this means that saturation weapons can draw fires from the
defender to create an undefended gap because of stockpile deple-
tion, which risks ultimately a loss of control of the air.

“Based on such experiences from Ukraine, we're looking very
closely in UK at our future weapons mix. We are trying to under-
stand this in a number of ways. Again, unfortunately, the details
of which becomes very classified very quickly.”

But he did underscore two key areas where he saw the need
for missile modernization which needed to be made for the RAF
going forward.

The first involved providing “a proper long-range strike capa-
bility for the F-35. This will be done with the coming of the
SPEAR family of weapons.

The second involved “the RAF current lack of a viable
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standoff anti-ship weapon. This was a very hot topic for our last
defence secretary. And at present, we're investigating a range of
options to meet this requirement and are working with France
on two different missile concepts under a specific program.”

Air Marshal Smyth concluded: “An appropriate mix must
constitute weapons that contribute to deterrence because of their
capability and or their mass, alongside weapons that can be
manufactured at a pace to sustain follow on stockpiles, and
continue to feed the fight. Getting this balance right is critical,
and will undoubtedly be informed by the specific adversity we
face”

1. https://www.gov.uk/government/publications/integrated-review-refresh-
2023-responding-to-a-more-contested-and-volatile-world.

2. https://sldinfo.com/2018/07/new-uk-mbda-facility-infrastructure-for-the-
complex-weapons-project/
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DETERRENCE BY DENIAL,
IMPACTFUL PROJECTION,
PROPORTIONATE RESPONSE AND
MULTI-DOMAIN STRIKE

S

hen reading through the Australian Government's

2023 Defence Strategic Review (DSR), three core
concepts stand out: deterrence by denial, the need to craft more
impactful projection and, thirdly, to do so in order to have
proportionate response.!

Let me review what the DSR said about these objectives and
their relationship with one another.

The DSR on page 37 provides a broad perspective on the
purposes of the force structure redesign:

“Current Australian defence policy is based on deterrence
through denial. This military application of deterrence theory is
based on the concept of establishing effective defence capabilities
relative to the threat.

“Current defence deterrence policy is based on demonstrating
an ability to independently defeat threats within our immediate
region. This was credible with a force structure postured for
low-level and enhanced low-level regional threats.

“Australia does not have effective defence capabilities relative
to higher threat levels. In the present strategic circumstances, this
can only be achieved by Australia working with the United States
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and other key partners in the maintenance of a favourable
regional environment. Australia also needs to develop the capa-
bility to unilaterally deter any state from offensive military
action against Australian forces or territory.

“Although invasion of the Australian continent is a remote
possibility, any adversary could seek to coerce Australia through
cyber attacks, incursions in our north west shelf or parts of our
exclusive economic zone, or disruptions to our sea lines of
communication. By developing a resilient and capable ADF that
can hold forces at risk in our northern maritime approaches,
Australia could deter attacks on Australian forces or territory.”

The DSR on page 19 identifies the capabilities which are
prioritized by the review:

“The ADF’s operational success will depend on the ability of
the Integrated Force to apply the following critical capabilities:

- undersea warfare capabilities (crewed and uncrewed)
optimised for persistent, long-range sub-surface
intelligence, surveillance and reconnaissance (ISR) and
strike;

« an enhanced integrated targeting capability;

« an enhanced long-range strike capability in all
domains;

« a fully enabled, integrated amphibious-capable
combined-arms land system;

« enhanced, all-domain, maritime capabilities for sea
denial operations and localised sea control;

« anetworked expeditionary air operations capability;

« an enhanced, all-domain, integrated air and missile
defence capability;

« ajoint, expeditionary theatre logistics system with
strategic depth and mobility;

« atheatre command and control framework that
enables an enhanced Integrated Force; and
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« a developed network of northern bases to provide a
platform for logistics support, denial and deterrence.”

Impactful projection is discussed notably on pages 6 and 106
of the review.

“As most of these objectives lie well beyond our borders, the
ADF must have the capacity to engage in impactful projection
across the full spectrum of proportionate response. The ADF
must be able to hold an adversary at risk further from our
shores.” (Page 6)

Then on page six: “Accordingly, the Australian Defence Force
(ADF) must have the capacity to:

o defend Australia and our immediate region;

o deter through denial any adversary’s attempt to project
power against Australia through our northern
approaches;

« protect Australia’s economic connection to our region
and the world;

« contribute with our partners to the collective security
of the Indo-Pacific; and

« contribute with our partners to the maintenance of the
global rules-based order.

“The Government agrees that new technology and asym-
metric advantage is a priority, and will ensure the ADF has the
capacity to engage in impactful projection across the full spec-
trum of proportionate response.” (Page 106).

In the Williams Foundation seminar on multi-domain strike
held on 27 September 2023, several ADF speakers provided
insight with regard to ADF thinking about the way ahead to
achieve these inter-related objectives.

LTGEN Frewan, Chief of Joint Capabilities, argued that “the
DSR is calling for the Australian Defence Force to become a fully
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integrated force. And this infers something beyond joint. It
requires an ADF integrated by design, rather than the three
services being required to operate together in often ad hoc and
imperfect ways.

[¥L_SIR RICHARD
\ i; WILLIAMS
| FOUNDATION

‘www.willamsfoundation.org.au

LTGEN Frewan, Chief of Joint Capabilities, speaking at the 27
September Williams Foundation seminar.

“And integration also applies to our command-and-control
systems, our targeting systems and our enabling and sustainment
capabilities.

“The DSR shifts the priority for the ADF from a balanced
force to a threat focused force utilizing a net assessment of our
strategic and tactical challenges, and we must build an ADF that
can deter or succeed against our immediate potential
adversaries.”

A key aspect of the multi-domain strike enterprise which
Frewan discussed was the sustainment and logistics part of the
enterprise.

“Targeting, even in its most kinetic sense, will require a
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resilient logistics network to deliver munitions, maintenance and
sustainment. It will be folly to develop a sophisticated targeting
enterprise that does not have comparable investment in a logis-
tics enterprise which has in recent decades been designed for
efficiency rather than resilience.”

MAJGEN Brett Mousley, Head of Intelligence Capability,
Defence Intelligence Group, emphasized the significant change
in targeting capabilities required for the kind of strategic
impactful projection which the DSR calls for.

[vL_SIR RICHARD
WILLIAMS
FOUNDATION

‘www.williamsfoundation.org.au

MAJGEN Brett Mousley, Head of Intelligence Capability, Defence
Intelligence Group, speaking at the Williams Foundation Seminar
27 September 2023,

“We are now required to support our own sovereign plans
and be ready to execute them at pace and scale... Our strategic
settings also demands that the joint targeting cycle is always on,
and therefore active in competition as well as in conflict.

“Early identification of the potential threats to the status quo,
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or actions that could lead to a deterioration in the security envi-
ronment must be acted upon quickly with appropriate and non-
escalatory effects to prevent or dissipate any potential crisis.

“And as you also know, the ADF is acquiring advanced
systems including Long Range Strike weapons, expanding its
suite of non-kinetic effects, and increasingly operating in and
through the contested cyber and space domains.

"Importantly, from a Defense Intelligence Group perspective,
the DSR has now given us the clear direction to accelerate the
development and delivery of the key underpinning systems that
support the processing, exploitation and dissemination of
collected intelligence, including the ability to produce intelli-
gence mission data, at greater volumes and velocity to support all
aspects of targeting, from identification, to engagement and to
assessment for all our key platforms, and weapon systems.”

Mousley then discussed what he saw as the three key chal-
lenges which needed to be met to make progress along these
lines.

“Firstly, scaling the enterprise, we must be able to move from
a workforce supporting a niche element in a single service
against a small number of targets to supporting a much broader
range of targets simultaneously across all domains....”

He then discussed the need to “modernize our targeting data-
bases and tools, ensuring they can process the significant volume
of targeting information across all domains. We need to make a
foundational military intelligence capability accessible across the
entire enterprise whilst maintaining strong interoperability with
our key allies.”

And the third aspect was “the speed of decision making.

“The tempo of modern warfare will be high and opportunities
to apply multi-domain effects will be fleeting, and will rely on
well trained well-rehearsed forces and leaders who are informed
to make timely decisions in a chaotic environment.

"Intelligence for targeting indeed for all areas of intelligence
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support to operations will need to sift through and analyze the
afore mentioned data to rapidly generate intelligence making it
accessible to plans, operations and logistics staff. Only then will
we be able to support leaders with timely and accurate advice
and recommendations in order to execute the right effects at the
right time and place.”

RADM Stephen Hughes, Head Navy Capability, underscored
that when focusing on the maritime domain, one is inherently
focused on multi-domain strike. The maritime warfighting
domain is shaped by strike whether coming from land, surface,
subsurface or air domains, as well the cyber and space domains.

RADM Stephen Hughes, Head Navy Capability, at the 27
September 2023 Williams Foundation seminar.

“To attain long range strike capabilities allows us to move
from a strategy of defense to a strategy of deterrence through
denial which signifies a national shift that aims to hold an adver-
sary at risk a greater range raising a question in the adversaries
mind about whether they want to attempt to act against us.

“So what does the maritime force bring to the fight?

“A maritime force is able to be agile, mobile expeditionary
scalable, sustainable, versatile, networked and lethal. Maritime
force provides critical advantages through their ability to use the
oceans to maneuver and hide in the case of submarines, and the
airspace and the space above that domain. Maritime force
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combines distributed fleet operations, and mobile expeditionary
forces with sea control and sea denial capabilities.

“However, a maritime force does not compete, deter or fight
alone. The maritime force is an integral part of the joint force
and works closely with allies and partners to bring to bear
maritime effects. Controlling the seas enables the maritime force
to project power in support of Joint Force efforts. surging into
the theater of operations, where adversaries must cross open
water. Sea denial deprives them the initiative prevents them from
achieving their objectives.

“Maritime force controls or denies the seas by destroying an
adversary's fleet or their associated air support. And in in the
modern battle space even extends into space. It can contain it in
areas that prevents meaningful operations prohibited from
leaving port by controlling sea lines of communication. Maritime
forces capable of controlling critical choke points enable joint
forces to impose military and economic costs on the adversary.”

He also added comments with regard to the innovation which
Navy is working to enhance multi-domain strike.

“The future of our strike capability needs to include the use of
uncrewed systems. Navy is working with industry in exploring
solutions through the autonomous warrior series of experi-
mental exercises. And such systems will have the ability to strike
deep against an adversary able by deploying mines and other
guided weapons by using sovereign Australian capabilities.”

As he underscored: “The defense strategic review has placed a
premium on accelerating lethality for deterrence and impactful
projection,” He cited the examples not only of acquiring TLAMS
but the development of greater maritime strike capabilities at sea,
whether from an F-35 or from anti-ship missile capabilities.

AVM Stephen Chappell, Head of Military Strategic Commit-
ments, focused on the symbiotic relationship between offense
and defense with regard to multi-domain strike.

“Integrated air and missile defense and multi-domain strike
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are two sides of the same coin. By having an ability to protect our
strike enterprises we enhance their credibility to strike back
which ensures as well our enhanced deterrent capability.”

He underscored: “Passive defense is just as important not only
for defending critical assets, but preserving our multi-domain
strike capabilities in order to execute those left jabs and those
right hooks necessary.

“The next layer of defense we're thinking about is counter
force. This in effect is multi-domain strike, the ability to reach
out and defeat a threat to our homeland or to our forces. Deter-
rence by denial includes that defensive protection of the chin as
we deliver effective left jabs and right hooks.”
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AVM Stephen Chappell, Head of Military Strategic Commitments,
speaking at the 27 September 2023 Williams Foundation seminar.

And finally, COL Casey Guidolin, Director ADF Multi-
Domain Strike, provided a very clear analysis of multi-domain
strike and its role in deterrent capabilities.

“When considering multi domain strike, we must consider
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what each domain intrinsically brings and how they can be
applied within our strategic geography to best effect.

“Firstly, maritime forces provide lethality reach and persis-
tence from on, above, or under the ocean surface. However,
maritime strike weapons are often unique and expensive.

“And consideration must be given to the speed of maritime
forces and distances required to travel to launch a strike as part
of an orchestrated action and the subsequent time to return to
port for reloading. Submarines have an inherent attribute of
stealth range and significant strike power, as well as being able to
conduct ISR covertly.

WILLIAM
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COL Casey Guidolin, Director ADF Multi-Domain Strike speaking
at the 27 September 2023 Williams Foundation Seminar.

“Land Forces possess unique attributes that contribute to
joint forces in that they can disperse far more than air or naval
forces. Land Forces are persistent in posture and presence for
extended periods and can have utility in applying asymmetric
responses with greater depth and capacity for strike capabilities.

“Land Forces currently lack the reach required to match or
overmatch adversary strike weapons. And the need to maneuver

50



THE ENTERPRISE REQUIREMENTS OF AN AUSTRALIAN MULT..

within striking distance of an adversary means that like maritime
forces, the time required to travel to launch a strike as part of an
orchestrated action must be considered. Persistent forward
basing will improve reaction and response times.

“Special Operations Forces offer a unique contribution to
multi-domain strike through their inherent agility and stealth
and ability to operate in and across all domains.

“Air domain capabilities and operations are optimized to be
relatively light and fast to magnify air powers utility as a first
response option that enables access for heavier and more
enduring elements of national power. Air Force can contribute to
or enable an immediate or short-term response.

“Air Force capabilities can be equipped and postured to
provide immediate, impactful options with light footprints as the
timeliness and impact can have significant bearing on the
outcome to support a multi-domain strike.

“Space capabilities provide the ADF with diversity and
resilience of communications through defense satellite commu-
nications. Space assets also provide the ADF with vital intelli-
gence, surveillance and reconnaissance capabilities.

“Importantly, all three are different capabilities. It's not just
ISR, which are essential in identifying and reporting the adver-
sary’s location to support planning a multi-domain strike.

“The space domain is an always on capability that provides
intelligence surveillance and reconnaissance and secure commu-
nication is essential to supporting the orchestration of multi-
domain strikes.

“Cyber domain activities span enablement through to the
provision of communications to exchange data, the collection of
intelligence, the delivery of non-kinetic effects, and in some
instances, strike options where offensive cyber operations and
electronic attack capabilities can deny or degrade or disrupt
adversary systems.
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Functional Attributes
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visualization of a multi domain strike in briefing by Col. Guidolin

“The primary attribute of the cyber domain is to ensure and
assure the operational suitability of cyberspace in the electro-
magnetic spectrum to allow the multi domain strike system of
systems to deliver effectively and efficiently their effectors to
achieve the intended outcome.

“When the attributes of each domain are combined, and the
employment of effects are planned through an enhanced inte-
grated targeting system, this visualization of a multi domain
strike shows how the combination of domain effects will be able
to deliver the required complementary effects to defeat a
complex target.”

In short, several key members of the ADF provided insights
with regard to how multi-domain strike enables the kind of
impactful projection and proportionate response capabilities
required for an effective deterrence by denial strategy.

1. https://www.defence.gov.au/about/reviews-inquiries/defence-strategic-
review.
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ISR, COUNTER-ISR, C2 AND MULTI-
DOMAIN STRIKE

=S

@/ne can conceive of multi-domain strike over an
extended operational area by building on a virtual revo-
lution in the relationships among ISR, counter-ISR and C2. The
dynamics of change involving ISR, Counter-ISR and C2 is obvi-
ously a major subject on its own but it is a central one to under-
stand how a distributed force will generate multi-domain strike
in areas of tactical and strategic interest.

The intersection of these subjects has been one which the
Williams Foundation has addressed in some of the presentations
in past seminars.

For example, then AIRCDRE Phillips who is now Air Marshal
Phillips, Chief of Guided Weapons and Explosive Ordnance,
noted in a 2019 Williams Foundation Seminar: “Earlier we built a
dedicated single network connection for a specific task, such as
providing targeting information to the platforms involved in a
specific operation...With the new technologies and capabilities,
we are now reusing networks for multiple purposes and making
sure that they can adapt to the changing con-ops as well.”

“We are seeing integration of the networks and the integra-
tion of the information management services and then the dual
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nature of the applications on top of those integrations. Rather
than building a single purpose intel common operating picture,
we are now capable of building an integrated intelligence and
battlespace management common operating picture for the use
of the combat forces engaged in operations.”!

In other words, “we are building an adaptable network of
networks. In traditional networks, when data is brought in from
a dedicated system, it needs to be repurposed for other tasks as
needed.”

Put in other terms, the “networked” force was built around
platforms that would use networked information to create
desired and often scripted events.

But the C2 and ISR revolution we are now facing is reversing
the logic of platforms to infrastructure; it is now about how flex-
ible C2 and ISR interactive systems can inform the force
elements to shape interactive combat operations on the fly.

That is, the new capabilities are enabling tactical decision
making at the edge and posing real challenges to traditional
understandings of how information interacts with decision
making.

It is about learning how to fight effectively at the speed of
light in order to achieve combat dominance. And these new
capabilities are providing a real impact on force development,
concepts of operations and force training as well.

At the 27 September 2023 seminar, the enablement of the
force to cross-operate, to do third-party targeting (which is a
hallmark of fifth generation aircraft by the way) and to be able to
use ISR to deceive the enemy as well as to guide operation
actions to deliver meaningful strike for the desired “proportional
effect” was the assumption underlying the notion of expanding
the way ahead for multi-domain strike.

Or put in other words, the dynamics of change involving ISR,
Counter-ISR and C2 are part of the multi-domain strike
enterprise.
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With the sensor revolution, not only are sensors much
smaller but they proliferate through the operational force. If one
operates a dedicated ISR platform, the range of tasks which that
platform can do now compare to the past is truly amazing.

The case of the Triton is a case in point of what it can see,
what it can sense, what it can communicate and what it can
target. And sensors can operate from a variety of platforms as
integral elements of dedicated modular payloads, as we are
seeing on the new maritime autonomous systems.

But it it not only seeing the battlespace writ large, it is the
ability of the tactical combat force or cluster to have at its service
incredible ISR assets given the dynamics of change associated
with sensor sets.

And associated with this is the ability of decentralized C2 to
operate a force with mission command which by being
distributed enhances its survivability but can reach out to other
platforms and work with such platforms to deliver the multi-
domain strike which the seminar has focused upon.

But not discussed at the seminar is the other aspect of the ISR
revolution, what might be called counter ISR. In an interview I
did earlier this year with a senior commander in the Pacific, he
underscored the importance of counter-ISR in providing opera-
tional deception giving the force greater ability not only to
survive but to find the choke points where multi-domain strike
could have its most decisive impact.

The mix of C2, ISR and counter-ISR was described by this
senior commander as follows: “The higher headquarters may
have access to better information and when it does it needs to
have the ability to reach out to the tactical level to tell them to do
or not do something associated with the larger political and
strategic picture.”

He felt that they were making significant progress in
commanding a distributed force, which is a core element of
shaping a force capable of deterrence in the Pacific. “We are
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capable of commanding from various locations and can be able
to see and understand how to command in the battlespace
dozens of ships, hundreds of aircraft, thousands of personnel.

“We are capable of seeing, understanding, and deciding what
is going on in the battlespace, and tracking the enemy force using
exquisite means way beyond a grease pencil and a radio call. We
can and do so through links and sensor from the sea floor to the
heavens.”

Holding all this together is not only assured command and
control but the tissue of ISR systems enabling distributed fleet
operations and adding the key element of deception through
various counter-ISR systems as well. In effect, fleet distribution
built on a kill web effects infrastructure is being combined with
what me be called a wake-a-mole operational capability. You
can’t target me, if you can’t find me.

The force is being distributed for survivability, but the joint
force has focused considerably attention on a core capability
which many cubical commandos have ignored - namely the
ability of the force to become very difficult to target when on
distributed operations.

In my discussion with this commander, he indicated that one
of highest priorities for ongoing development and funding is
what he calls “counter-ISR” capabilities.

As he put it: “That is why counter-ISR is the number one
priority for me, to deny the adversary with to high confidence in
his targeting capabilities. | need to deceive them and to make a
needle look like a needle in a haystack of needles. It is important
to have the capability to look like a black hole in the middle of
nothing”

This particular interview put together the relationships
among C2, ISR and counter ISR for a distributed maritime force
quite succinctly. And at the seminar, a number of the presenta-
tions provided insights with regard to the dynamics of change in
the ISR and C2 areas.
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Jake Campbell, Northrop Grumman Australia, at the last
seminar discussed the importance of having layered ISR to allow
for both the strategic and technical operational visibility neces-
sary to make rapid, timely and effective decision making, notably
for a distributed force but which would allow for strategic C2 as
well.

In his presentation to the 27 September seminar, he high-
lighted the challenges of providing the kind of ISR which is
needed in a contested environment for net-enabled weapons.
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Jake Campbell presents at the 27 September 2023 Williams
Foundation Seminar.

Actually, Jake was the only speaker who use this term but the
multi-domain strike being discussed was built around net-
enabled weapons or put in other terms third party targeting
where a weapon launched for land, sea, or air could then be
targeted from somewhere else.

And that clearly is only going to work if you have accurate
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targeting information that comes from your ISR capabilities and
a correct decision made by the shooter.

He argued: “Within the ADF we really need to get our minds
around the problem of doing such targeting in a degraded envi-
ronment.”

He noted: “The ability to generate a 24/7 target quality infor-
mation, perhaps over some weeks, so that operational comman-
ders have flexibility to generate a strike at the time and place of
choosing is going to be challenging, but it's the demand. And as
you're getting closer to those strikes, you have to have the ability
to maintain what I call a chain of custody.”

“You're going to need to have eyes on that target with high
fidelity target quality information and have the ability to
communicate that to the weapons when they are fired.”

LONG RANGE MARITIME STRIKE —
HOW THE MARITIME COP NEEDS TO CHANGE

24/7 Target Quality MCOP — Weeks?

—— “..we talk about it through the lens of
i f ability to operate
ind deliver
do, that’s
he ‘see’ piece has to
have a persistent understanding of the

Lethal Engagement — Hours? battlespace, where everything is at every
3 second to a targeting level quality.

Pre-Strike “Chain of Custody” — Days?

Think, click, and shoot.”

Admiral John Aquilino
Commander US Indo-Pacific Command

Slide from Campbell’s presentation at the 27 September 2023 Williams
Foundation Seminar.

Triton is a key capability which Northrop Grumman is
working with the RAAF for the ADF ISR and T capabilities.

Campbell noted Triton has can provide data outside of the
adversaries weapons engagement zone but also provide a range
of data which will allow the ADF to make more effective
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targeting decisions with the reach and range of Triton’s onboard
Sensors.

This reminded me of a comment made to me when visiting
Jax Navy a few years ago. I asked a Triton operate: "What
happens when your system is targeted?" His answer was direct:
“Well I can see weapons at a distance few can match. [ have a jet
engine so I move and maneuver."

Campbell noted that the U.S. Navy and its use of the the
Minotaur fusion engine is of significance in how the U.S .Navy is
integrating ISR information across the force.He raised this in the
context of discussing the involvement of the Triton surrogate in
a Northern Edge exercise.

“We operated the Triton surrogate, which is it's a test platform
that we put all the Triton sensors on, in the Northern Edge exer-
cise, in a maritime strike scenario, where the goal was to generate
a 24/7 maritime Common Operating Picture to be able to provide
target quality information for the commander and then generate
strike options against representative threats but to do so outside
of the adversary’s weapons engagement zones of significance.

‘In contrast to other platforms, Triton sensors are actually
able to operate and function well outside of the adversary’s
weapon engagement zones right now and we are working on an
ongoing basis to evolve this capability. And the height and
perspective of Triton is an important factor in being able to so.

‘But the other thing that came out of the exercise was the
importance of data fusion. There's a system that was used in this
exercise called Minotaur. Minotaur is a data fusion system that
allows multiple aircraft and ships to share the network
information.

"It is a data fusion engine by which users can access informa-
tion from whatever terminal they are on as long as you're on the
Minotaur Web. Triton and P-8s have Minotaur on them as part
of their capability.
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“And the U.S. Navy is headed full steam down the Minotaur
pathway. It's important for the ADF to get their head around
what Minotaur brings to the fight and how we plug into it."

In an interview I did a few years ago, I discussed Minotaur
with the then head of the US Navy’s Maritime Patrol Reconnais-
sance Enterprise. According to Rear Admiral Garvin who was
the head of the enterprise at the time: “The Maritime Patrol and
Reconnaissance aviator of the future will be well versed in the
synergy inherent in both manned and unmanned platforms.”

“The unblinking stare of a Triton enhances the Fleet
Commander’s MDA and understanding of an adversary’s
pattern-of-life by observing their movements in the optical and
electromagnetic spectrum.”

“Moreover, Triton serves as a force multiplier and enabler for
the P-8. Early in Triton program development, we embraced
manned and unmanned teaming and saw it as a way to expand
our reach and effectiveness in the maritime domain.”

“One key software capability which empowers integration is
Minotaur.”

“The Minotaur Track Management and Mission Management
system was developed in conjunction with the Johns Hopkins
University Applied Physics Laboratory. Minotaur was designed
to integrate sensors and data into a comprehensive picture which
allows multiple aircraft and vessels to share networked
information.”

“It is basically a data fusion engine and like many software
capabilities these days, doesn’t physically have to be present on a
platform to be of use”

“These capabilities ride on a Minotaur web where, if you are
on the right network, you can access data from whatever

terminal you happen to be on."?
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WGCDR Marija Jovanovich presenting at the 27 September 2023
Williams Foundation seminar.

The Navy experience working with ISR was also significant
to the perspectives of WGCDR Marija Jovanovich. In particular,
she talked about her work with Pete “Two Times” Salvaggio,
Naval Aviation Warfighting Development Center (NAWDC),
Maritime ISR (MISR) Weapons School, Department Head (DH),
MISR & EP-3E Weapons and Tactics Instructor (WTI) at Reso-
lute Hunter.

The WGCDR made it very clear that the work of “Two
Times” and of the Navy led Resolute Hunter expressed her core
emphasis on the expanded role for ISR in shaping any multi-
domain strike enterprise. And in this context, she is one of the
few people discussing the subject which highlighted the new
innovative role in the Navy of what they call MISR officers.
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Resolute Hunter

* Conducted at NAS Fallon, NV
* Fallon Range Training Complex
» Integration with Top Gun and Havoc for strike serials

* Dual goals
= Collective training
= Summative assessment for MISR WTI students

= Qverland and maritime phases
*  SEAD and maritime strike

* Progressive scenario
*  Weekly “realignment”

Slide from Jovanovich’s presentation at the 27 September 2023 Williams
Foundation Seminar.

In an interview I did with “Two Times” in 2020 (and later that
year I went to Resolute Hunter), he explained what they were all
about and what the WGCDR was advocating.

"Kill chain is to find, fix, track, target, engage and assess. For
the US Navy, the weight of effort has been upon target and
engage. As “Two Times” puts it “But if you cannot find, fix or
track something, you never get to target.”

"“There is another challenge as well: in a crisis, knowing what
to hit and what to avoid is crucial to crisis management. This
clearly requires the kind of ISR management skills to inform the
appropriate decision makers as well.

“The ISR piece is particularly challenging as one operates
across a multi-domain battlespace to be able to identify the best
ISR information, even it is not contained within the ISR assets
within your organic task force. And the training side of this is
very challenging.

"That challenge might be put this way: How does one build
the skills in the Navy to do what you want to do with regard to
managed ISR data and deliver it in the correct but timely manner
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and how to get the command level to understand the absolute
centrality of having such skill sets?

“Two Times” identified a number of key parameters of change
with the coming of MISR.

“We are finally breaking the old mindset; it is only now that
the department heads at NAWDC are embracing the new role for
ISR in the fight.”

“We are a unique organization at NAWDC for we do not own
a platform. And the MISR school has both officers and enlisted in
the team. We are not all aviators; we have intel specialists, we
have cryptographers, pilots, crewmen etc.

“Aviators follow a more rapid pace of actions; non-aviators do
not have the same pace of working rapidly within chaos. Our
goal at MISR is to be comfortable to work in chaos.”

‘Another part of the shift is to get recognition that ISR does
not SUPPORT the force; it is essential element of the combat
capability for the force to be able to operate effectively. It is
inherent to the force; not external to it.

“The kill web approach is about breaking the practice of
correlating specific sensors with specific weapons; it is about
shaping a much broader understanding of how to work sensor
networks to deliver the outcome one is seeking.
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Resolute Hunter

Slide from Jovanovich’s presentation at the 27 September 2023 Williams
Foundation Seminar showing the ADF at Fallon.

“Two Times” argued that the training within NAWDC to
train MISR officers is not bad, but the big challenge is to work to
break down habitual operational patterns of senior commanders,
who really are not focused on how the ISR revolution is changing
warfighting."?

The C2 piece of all of this was discussed by Carl Rhodes in his
presentation. He most recently was the director of RAND
Australia and now director and founder of a consulting firm
based in Australia, Robust Policy. In his presentation, he
discussed the evolving C2 approaches which underlie multi-
domain strike and which enable distributed operations but
within a mission command context.
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Carl Rhodes presenting at the 27 September 2023 Williams
Foundation seminar.

He discussed the various new approaches to C2 underlying
distributed operations. Two in particular stand out. The first is a
kill web approach in which there are multiple ways to move
information and to complete a weapons engagement.

The second is the DARPA version of this which they call
mosaic warfare. He argued that this approach was very adaptable
and was based on an ability to have resource interchangeability
including during execution of the strike.

He argued that new C2 concepts require new systems and
new doctrinal thinking. But I would argue that is clearly
underway and has been achieved in some areas.

But another part of his presentation leads nicely to the final
presentation I will discuss here. Rhodes provided an interesting
discussion of the Ukrainian experience in ISR and C2 and then
considered its relevance to the Pacific theater of operations.
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But on his way to his conclusion on this subject he high-
lighted the question of how a space-based system, namely, Star-
link has played a key role in typing together Ukrainian military
efforts.

He noted that:

Starlink facts

« Over 4,500 satellites in orbit, more than 50% of all
active satellites

« Eventual plans for 42,000 satellites

o Laser crosslink service is rolling out.

Ukraine employment

« C2 of aerial and maritime unmanned system
o Tactical communications
+ Coordination of artillery fires

Moving information around the battlefield

He then underscored the advantages of LEO constellation
over GEOs has been clearly demonstrated in a number of ways in
the conflict:

« Lower latency

« Better anti-jam capability

o Less vulnerable to kinetic attack: it is a distributed
system that degrades gracefully.

Nick Miller, Optus Satellite and Space division, dealt with the
space aspect of ISR and C2 and certainly reinforced both Camp-
bell’s and Rhodes’s presentations.

Here Miller talked about how Optus was shaping a way ahead
to work with LEO operators to provide both the increased ISR
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layering Campbell talked about and the C2 for distributed opera-
tions that Rhodes talked about.
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Nick Miller, Optus Satellite and Space Division, presenting at the
Williams Foundation seminar 27 September 2023.

The focus of his presentation was on “how LEO operations
benefit government and defense organizations, and how we plan
to integrate LEO and GEO capabilities into our own network for
the future.”

LEO constellations or networks have significant advantages for
the creation of the layered ISR and C2 capabilities mentioned earlier
by Campbell. As Miller noted: “Due to their proximity to Earth data
transmission, time for latency are significantly reduced, allowing
enhanced real time communication and decision- making.”

The basic approach taken by Optus is to interweave their
GEO satellites with other providers LEO constellations. Miller
argued: “The advantage we have as Australia's longest standing
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satellite operator is our agnostic ability to actually access and
assess each of these technologies and its capabilities to determine
the best fit for purpose for enterprise fit for government, and in
some cases fit for defense.

“We see the advantages and disadvantages of each and how
they best fold into a GEO network to provide interoperable
coverage.”

He added: “The integration of these networks can also offer
redundancy and resilience in the face of disruptions or fast
changing environments.

“For instance, if you have a satellite network that becomes
compromised, or faces issues such as jamming, the other satellite
network can pick up the data to minimize downtime.

"“This type of redundancy allows for better support in longer
term capability planning, or fast paced decision making when it's
required.

“When LEO and GEO satellite networks are integrated, crit-
ical data can also be efficiently routed between the two systems
based on the specific requirements of the mission. High Priority
data can take advantage of the low latency LEO connections
while less sensitive time sensitive data can be relayed via GEO
satellites.”

In short, the dynamics of ISR and C2 are shaping the founda-
tion for the multi-domain strike enterprise. They are part of a
kill web not just to be fitted into a legacy kill chain approach.

1. https://sldinfo.com/2019/11/c2-and-isr-paradigm-shifts-enabling-5th-gener
ation-maneouver-force-integration-and-augmenting-regional-and-global-
influence/.

2. See chapter six "an ISR-empowered force" in my co-authored book entitled: A
Maritime Kill Web Force in the Making: Deterrence and Warfighting in the XXIst
Century.

3. See chapter six "an ISR-empowered force" in my co-authored book entitled: A
Maritime Kill Web Force in the Making: Deterrence and Warfighting in the XXIst
Century.
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THE MULTI-DOMAIN STRIKE
ENTERPRISE: BUILDING AND
PROVIDING THE WEAPONS

S

t will do little if one crafts the force for effective strike

and does not work to ensure that the enterprise does
not go Winchester much more rapidly than the duration of
conflict.

This is a major problem and at the first Williams Foundation
seminar of 2023, the challenges of building a 21% century arsenal
of democracy were discussed at length.

The simple fact is that the United States and all of its allies
have NOT built magazine depth. Each has had almost just in time
delivery of weapons systems with very very limited supply. This
is true for both precision and non-precision weapons.

And then there is the key problem of having weapons mixes
which allow the force to be able to operate throughout a
prolonged operation. And almost assuredly this will not happen
with the weapons production paradigm of the past twenty years.

In a 2020 visit to Fallon at NAWDC, I discussed this problem
ironically with the Navy Captain who is the acknowledged
expert on TLAMS, the very weapon prioritized by the DSR. He
warned against over reliance on such weapons alone.

“A key point really would revolve around the weapons enter-
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prise itself and how the fleet will be empowered by new ways to
build out weapons arsenals and provide for adequate stockpiles
for the force. That was the subject of conversation with Captain
Edward Hill, the oldest Captain in the USN at sixty years of age.
Because he goes back to the Cold War operating Navy, he can
bring forward that experience to the return to the contested
environment challenges facing the weapons enterprise.

“Clearly, building adequate stockpiles of weapons is crucial.
But also important is working a new weapons mix to ensure that
one is not forced by necessity to rely on the most expensive
weapons, and the ones that will almost always have a stockpiling
issue, but to have a much more cost-effective weapons set of
options.

“As Captain Hill put it: “We need to get beyond golden bee-
bee solution. We need to have a weapons barge come with the
battle group that has an affordable weapons mix. We need
$50,000 weapons; not just million-dollar weapons. We should
have weapons to overwhelm an adversary with Joe’s garage
weapons and not having to use the golden bee-bees as the only
option.”!

So simply buying TLAMS from the United States is not an
answer to how the ADF will have adequate stockpiles of weapons
in a crisis and in prolonged conflict. It is an input to a re-think
but not a substitute for a rethink.

If we are to have really an arsenal of democracy, we need to
move beyond single production line production models. The
United States needs to get on with sharing a production line for
TLAMS in Australia. This is not just for Australia but the United
States and various Pacific allies. It is about redundancy; it is
about security of supply; and it is getting on with the key barrier
the United States continues to have which is its bureaucratic
interpretation of security requirements.

And the Australian contribution could be significant to the
collective allied rethink and redesign of a weapons enterprise.
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Namely, we need a new approach to building weapons and to do
so in terms of something like standardization on the 155mm-
artillery shell.

[ talked with a senior USAF officer earlier this year about this
challenge and the opportunity to rebuild a weapons enterprise
around standardization and multi-national production lines.
This is what he had to say: “I want an 80% solution that is built
about around two important criteria-- the weapon or the cost
per round, so I can buy a ton of them by the 1000s. And I can
make them very easily. And I can keep up with wartime usage. So
I don't have the problems like we have in Ukraine, where I've
expended all of them.”

Australia is clearly focused on addressing these problems but
it is early days.

In the presentation by lan Langford, formerly a senior
Australian Army officer, and now with Lockheed Martin, he
provided a slide which the way ahead for Australia in this area:

From manufacture to terminal guidance: the key apparatus

s ‘Retooling’ our conception of deterrence.
o Strategic deterrence.is diplomacy.
o Technology disruption is the new normal.
o Need to speed up the innovation cycle.

s We're now in the ‘age of the missile’.
o We need to be able to build, sustain, operate a missile arsenal.
o LR Strike System and Manufacturing is a top national priority.

Australia will commence manufacturing missiles by 2025.
o Developing local plans around GMLRS.
o Early planning with industry says it's feasible.
o GMLRS is a stepping stone to more complex LR weapons.
o AUS and US will boost collective stocks, relieve shared supply chain pressures, supplement US holdings
and expand the combined industrial power of the Alliance.

o Already expanding munitions industry
o Anew Resonant Acoustic Mixer for Mulwala
o 155mm projectile filling capability at Benalla
o_Local 500lb bomb manufacturing

How multi-domain strike fits into an evolving Australian
deterrence strategy was provided by BRIG Langford at the
March 2022 Williams Foundation Seminar.

“Certainly, the ADF as a force for a medium power faces the
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challenge of deterrence of larger powers in the region. Here he
noted:” To quote a former prime minister of Singapore, “How
does a small fish in a pond of big fish become a poison shrimp?”
How do we provide the kind of deterrence functions in a period
where we are always at risk of being out escalated and how do
you provide those shaping, or pre conflict, or competition

effects? and are credible?”?

_A¥L_SIR RICHARD
\ WILLIAMS
FOUNDATION

‘www.williamsfoundation.org.au

Ian Langford, presenting at the Williams Foundation Seminar 27
September 2023

“BRIG Langford underscored the importance of decision
superiority in shaping favorable outcomes. “It is about being able
to generate relative tempo and superiority at certain points in the
conflict that enable victory going forward.”

And one could add - making sure that the ADF force
elements are able to deliver such strikes with the right weapons,
in the right numbers and the right places.

AVM Gerry van Leeuwen, Head of the Guided Weapons and
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Explosive Ordinance, provided the overview on the projected
way ahead for the ADF in the weapons area. His group is within
Capability Acquisition and Sustainment Group within the
Department. In his role, he is primarily responsible for the acqui-
sition, sustainment, and disposal of all guided weapons and
explosive ordinance for Defence and the delivery of associated
joint force (effector) capability outcomes.

The AVM started by noting that the strategic direction of the
effort is to shape a joint acquisition approach to the weapons
area. And with the appointment of a three-star overseeing the
effort, Air Marshal Phillips, structural change with the Depart-
ment is under way to achieve this objective.

He noted that the services will continue to sponsor weapons
acquisition projects but the overall types and quantities acquired
will be shaped by the new joint approach.

In particular, he underscored, that the DSR highlighted the
“need for long range strike, increased war, stock or inventory and
the development of domestic manufacturing capabilities.”

With regard to long-range strike, “we need to attack targets at
greater range and hold our adversaries at risk at increased
distance.” An example of the focus is upon the Army. “Our army
has been challenged to reach beyond a notional 50-to-100-kilo-
meter range and to beyond 500 kilometers in time and then out
beyond 1000 kilometers.”
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AVM Gerry van Leeuwen, Head of the Guided Weapons and

Explosive Ordinance, presenting at the Williams Foundation
seminar on 27 September 2023.

A e

AVM van Leeuwen underscored that the Ukraine war
demonstrated the need to be able to enhance war stocks. He also
noted the need to diversify sources of production in supply in
this intriguing comment: “To use an analogy, it looks like every-
one's in the same buffet line. And if you're the back of the queue,
you better not be too hungry. We're currently working with the
U.S. on creative ways to accelerate FMS orders, and especially
with regard to long range strike weapons.

"And not surprisingly, those weapons are the same weapons in
high demand by the U.S,, given our common interest in the Indo-
PAC region. But our relationship is strong and collegiate. The
U.S. seems willing to work with us in that regard, but I would
caution that if they sell advanced weapons to Australia, we sure
as hell better be prepared to use them.”

This in turn leads the challenge of logistics and sustainment.
“Increased inventory brings with it logistical challenges like
storage and distribution, maintenance, repair and overhaul, given
the shelf life associated with limitations associated with ener-
getics and environmental degradation.”
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AVM van Leeuwen then turned to the knotty challenge of
Australian domestic weapons production. He noted that
Australia is not starting from scratch. “We already manufacture a
range of munitions from small arms to aerial bombs, and we do
have manufacturing capabilities already in place.”

But with regard to building on these capabilities and
expanding domestic production capabilities, they are adopting a
“crawl, walk, run approach.”

“Our decision to build a domestic manufacturing capability is
in part in order to build enhanced regional resilience in supply
chains, especially when supply lines across the Pacific are
degraded or denied in a time of conflict. But in the longer term,
we will build a stronger sovereign industrial base here in
Australia on an assumption that we're working to a readiness
window of 2026 or 2027.”

He added: “We need to look at production rates beyond our
domestic consumption and offer access back into the global
supply chain that will involve certification, quality and security
requirements. The industry needs to be prepared and be ready.”

He mentioned three areas where the focus will be in the short
to midterm: On the Standard Missile families; on the Kongsberg
Naval Strike Missile; and with regard to 155mm artillery shells.?

He then focused on the comprehensive nature of the chal-
lenge Australia faces in the weapons area: “As a DSR priority, we
have been allocated an additional $1.5 billion over the forward
estimates to make a total provision of $2.5 billion for domestic
manufacturing war stock. Perhaps it's the risk is not so much
about the amount allocated but our ability to spend it and realize
the ambitious plan over the next five years.

“Another challenge we face is workforce. The job market is
heavily contested and people with the right qualifications for
certain jobs are increasingly hard to find. Attracting the required
workforce to realize the ambition of domestic manufacture will
be a significant challenge and represents significant risk to our
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overall success. People have choices and the cost of living is
weighing heavily on the minds of Australians.”

“The selection of sites where domestic manufacture will
factor into things like population demographics and logistics, for
example, transport lines and distribution hubs."

1. Robbin F. Laird, Robbin, Training for the High-End Fight: The Strategic Shift of
the 2020s (pp. 82-83), Kindle Edition.).

2. https://sldinfo.com/2022/04/adf-perspectives-on-the-way-ahead-for-the-
networked-integrated-force/.

3. https://www.navy.mil/Resources/Fact-Files/Display-FactFiles/Arti-
cle/2169011/standard-missile/; https://www.kongsberg.com/kda/what-we-
do/defence-and-security/missile-systems/nsm-naval-strike-missile-nsm/;
https://www.australiandefence.com.au/defence/general/first-exports-roll-
out-of-rheinmetall-nioa-munitions-factory; https://www.aumanufacturing.-
com.au/thales-to-make-155mm-artillery-shells-at-benalla.
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RESHAPING AUSTRALIAN DEFENCE
INFRASTRUCTURE AND
LEVERAGING AUSTRALIAN
TERRITORY

S

g 2 j art of the re-working of Australian defence entails
enhancing Australian defence infrastructure. It is
about enhanced hardening, resilience and redundancy. It is as
well working ways to enhance the engagement of allies with the
ADF in terms of operating together from Australian territory.

This clearly involves the Americans but increased involve-
ment with other allies as well, such as the Japanese.lt is about
building enhanced defence in depth.

At the 27 September 2023 seminar, there were two presenta-
tions which dealt with the issues of infrastructure and what I am
calling the con-ops of an enhanced ability to leverage Australian
defence, although I think much more consideration needs to be
given to this con-ops dimension.

Air Commodore Sandy Turner, Director General of Force
Posture Initiatives, provided an overview brief on how Australia
is working with the United States with regard to the overhaul of
Australian defence infrastructure. Her main responsibility is
overseeing and planning with regard to the U.S. Force Posture
Initiatives in Australia.
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Air Commodore Sandy Turner, Director General of Force Posture
Initiatives, speaking at the 27 September 2023 Williams Foundation
seminar.

She noted that such activities are governed by the 2015 Force
Posture Agreement with the United States. “The FPA gives
permission for U.S. activities to be conducted in and through
Australia. The agreement allows for U.S. forces and contractors
to undertake construction on and improvements to these agreed
areas and facilities.

“When completed, the projects that are constructed and
funded by the U.S. become the property of the Commonwealth
of Australia, while they are approved for use by the U.S. forces
until no longer required.

“Under the agreement, both nations are investing in a range
of infrastructure projects, including airfield upgrades and fuel
storage facilities, and accommodation and training area
upgrades. The costs are shared between Australia and the
us..”

Air Commodore Turner highlighted work in the major areas
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covered by the agreement which can be seen in the slide below

from her presentation:

Enhanced Air Cooperation (EAC)

Builds on the combined air exercises and training activities
between the US and Australia; and includes integrating 5th

What is USFPI?

Announced in 2011, the USFPI are an extension of Australia’s existing Defence relationship with the United
States and support our common interest in promoting regional security and stability. The first Initiatives to be

introduced were EAC and MRF-D. At AUSMIN 22, EMC, ELC & CoLSME were agreed as additional Force
Posture Initiatives.

Marine Rotational Force — Darwin (MRF-D)

An annual rotation of US Marines through northern
Australia during the dry season to undertake a range of

combined exercises and activities with the ADF and

generati ilities, aero-medical
i regional partners.

ility and i aircraft

Enhanced Maritime Cooperation (EMC) Enhanced Land Cooperation (ELC)

Characterised by increasing logistics and sustainment Involves enhanced land cooperation by conducting more
capabilities of US surface and sub-surface vessels in complex, integrated and combined with our
Australia. allies and partners in the region.

Combined Logistics, Sustainment and Maintenance Enterprise (COLSME)

This enterprise underpins joint military operations operated on, through and from Australia, supporting high-end warfighting and combined
military operations in the region.

Enhanced Space Cooperation (ESC)
ion and

Enables closer cooperation in space. ESC will help to increase space integ ion in existing ions and exercises.

Legal and Policy Enabling Support Investment in Facilities
Framework and Services and Infrastructure

She underscored:"Key USFPI related elements within the
DSR include further investments in our defence capabilities to
deter through denial, or any attempt to project force against
Australia, enhancing the ADF’s ability to operate from our
northern bases, and a shift to a national defense strategy which
involves a mobilization of the entire nation, including state terri-

tory and federal government agencies.”

But sho posed a key question with regard to shaping an effec-
tive way ahead: “How can we find ways to include our industry
partners and regional allies to meet the challenges of these
growing expectations?”

Air Commodore Turner noted a number of recent devel-
opments:

« Upgrades at Northern bases, including RAF bases
Darwin and Tyndall, as well as scoping new
investments at RAF bases, Curtin, and Shergar;
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« Increased rotations of U.S. capabilities in Australia,
including U.S. Navy maritime patrol and
reconnaissance aircraft, and army watercraft;

« More frequent and longer nuclear powered submarine
visits to Australia;

o The pre-positioning of U.S. Army stores and material
following exercise Talisman Sabre, a first step towards
a longer-term establishment of an enduring logistics
support area in Australia.

She then provided a more detailed look at current &
completed USFPI Australian and U.S. funded projects which can
be seen In the following slide:

Current & completed USFPI Australia and US funded projects

Australia and the US invest in USFP! infrastructure projects including aircraft support, fuel storage and upgrades to training areas.
* US Funded — delivered by Naval Facilities Engineering Command Pacific

* AUS Funded — delivered by Capital Facilities & Infrastructure

Completed
* RAAF Base Darwin Modular
Accommodation $13.4m
* RAAF Base Darwin Aircraft

Ma: ance and Support Facility
8&m

Under Construction

- RAAF Base Tindal
Alrfield Works and
Assoclated
Infrastructure $1.07b*

* RAAF Base Tindal Bulk

Fuel Storage USD $80m

In Design

Procurement
* RAAF Base Tindal Squadron
Operations Facility USD $10m-
$25m

Base Tindal Aircraft
nce Support Facility
m

se Darwin Aircraft Parking

Aircraf
Facility USD $25-5:
* RAAF Base Tindal Multi Purpose
Hangar USD $25m-$100m

rwin Squadron
s Facility USD $10m-

« Robertson Barracks Base

Improvements $226.8m

* NT Training Areas and

Ranges $747m

SD $28.6m

F Base Tindal Earth Covered

es USD $11.6m

se Darwin Bulk Fuel Storage
6m

= RAAF Base Tindal Aircraft
Parking Apron USD $25-$100m |

Air Commodore Turner concluded her talk with a cautionary
note with regard to the challenge of translating investments into
capabilities.

“Australia is currently experiencing a record level of invest-
ment in infrastructure. Defence in industry cooperation will only
grow as USFPI continues to deliver on the government’s
strategic objectives. To that effect. Australia and U.S. Defence

80



THE ENTERPRISE REQUIREMENTS OF AN AUSTRALIAN MULT..

representatives routinely engage with industry interested in
delivering force posture initiative construction projects.

“To date, Australian businesses and joint ventures have won
four from five U.S .funded contracts at a value of 198.4 U.S .mil-
lion dollars. Earlier this year, the U.S .released four requests for
proposal for US-funded infrastructure.

AUSMIN 2023

RAAF Darwin
RAAF Scherger
RAAF Curtin

Logistics Support Area &

pgrades US Army Watercraft

Increased SSN visits Prepositioned
HMAS Stirling stores

JLU — South
(Bandiana)

¥

“These will provide additional opportunities for Australian
businesses, particularly on a subcontractor basis.

“But we cannot shy away from the fact that we are still facing
workforce and resource challenges to deliver on the current and
future programme of work. The government has already had to
approve a significant real cost increase for Tyndall upgrades due
to supply chain issues, labor shortages and increased costs of
doing business. The average annual growth rates in work avail-
ability outstrips industry’s confidence in being able to deliver on
time and on budget.

“The scale of demand for skills and resources is highly likely
to exceed the normal capacity increases expected in the market
over the next five years. We must continue our planning and
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engagement with industry and government agencies to ensure
our developments are delivered as and when required.”

Building an adequate defence infrastructure is part of the
problem. Shaping the con-ops to leverage Australian geography
is another part of the challenge.

During my visit in March and April 2023, I talked with RAAF
leaders about this aspect of the challenge which boils down to
how to use Australian territory to disperse RAAF assets in times
of crisis.

In the presentation by Air Vice Marshal Stephen Chappell,
Head of Military Strategic Commitments, he outlined such a
con-ops. He projected a future “fictional” scenario.

“Australia’s DSR investments in hardening and dispersal of
our northern bases, and infrastructure along with the implemen-
tation of concepts for resilient and agile maneuver have paid
dividends. The realization by defense bases within Australia were
no longer sanctuaries has led to a deep understanding of vulnera-
bilities and increased preparedness to operate systems in
contested environments.

“The need was the need was identified to protect bases and
critical supply lines, and when necessary, generate alternate path-
ways to sustain operations. This included combat support with
command and control that will less vulnerable to disruption.”

He goes on to provide more detail with regard to the scenario,
but the point I want to underscore is a rather simple one: just
building better infrastructure will not lead to effective deterrence
unless it is combined with an ability to operate more effectively
as a dispersed force across Australian territory.

If we are talking about multi-domain strike, an effective
strategy must encompass this scenario.
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PREPAREDNESS AND FIGHTING
WITH THE FORCE YOU HAVE NOW

=S

have had the privilege to work with military officers

throughout the Western world for more than 30 years.
If there is one constant, it has been their concern with the ready
force. Long-range thinking is important, but you have to “fight
tonight with the force you have.”

Preparedness and availability of the ready force is what deter-
rence is built on; not the dreams of force planners and politi-
cians. When one faces real world conflict, rather than war games,
with your life on the line, how ready and sustainable the force is
becomes your only priority.

Not surprisingly at the 27 September 2023, Air Commodore
Nick Osborne, Director General Preparedness within the RAAF,
underscored how important a focus on preparedness of the
current force really is for deterrence.

His recent command was of the Surveillance and Response
Group which is a key element for providing for the direct
defence of Australia and is a group that has undergone funda-
mental transformation over the past few years, as it has added
among other capabilities the P-8 and now will add the Triton.
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Air Commodore Nick Osborne, Director General Preparedness
within the RAAF, speaking at the Williams Foundation seminar 27
September 2023

He noted that preparedness has been largely understood with
the following formula: Platform x Training x Aim Point x
Sustainability. But he argued that “We now have a different
understanding of Preparedness, and what it means to us. Its
about what we do, and how well we do it, and to whom.”

“For many years, preparedness was synonymous with readi-
ness. And it was as simplistic as having an aircraft or a platform
ready to go in a certain mode. It was very platform centric, and it
didn’t clearly state what the target was, or what we had to do to
the target.”

“Now we have a whole new concept of preparedness in the
last couple of years. It’s not just about having a capability or plat-
form ready to go at a certain time. But it must be ready to go at a
certain time to do something to a certain standard against an
adversary of a certain skill, and to continue to do so for a certain
length of time.

“But a few years ago, we tended to look at preparedness as if
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we were playing a game of football. We didn’t really know who
we were playing against, how good they were, or when the game
would occur. And in fact, we weren’t even sure whether we were
playing rugby, soccer, AFL or League. Now we’ve got a bit more
clarity.

“We've got a different understanding of preparedness and
what it means to us. It's not just about platforms, but it’s about
what we do, how will we do it and to whom.

“In a world marked by evolving geopolitical landscapes, and
technological advancements, our ability to anticipate, adapt and
accelerate air warfare has become the lynchpin of our national
security.

“Air power remains the pillar of our defense strategy. Long
gone are the days when a strong army alone could guarantee
victory. Today, the ability to project airpower swiftly and deci-
sively has become a cornerstone of military superiority.

“And we live in an age where battle space extends beyond
what we can see and is reaching into the digital realm.

“To maintain our edge and safeguard our interests, we have to
be prepared for the challenges that lie ahead and be equipped
with cutting edge strike capabilities to counter our emerging
threats. And enhanced preparedness actually refers to our ability
to rapidly and effectively respond to a wide range of potential
threats and contingencies that will occur in modern warfare.

“It encompasses a multifaceted effect, and that approach
includes readiness, technological advancements, training,
strategic partnerships, and the capacity to adapt quickly. And of
course, strike is one of those areas in which we have to be very
proficient.”

After the seminar, I had a chance to sit down with Air
Commodore Osborne and correlate his presentation on
preparedness with the challenges of being commander of
the SRG.

[ have visited the SRG in the past, and it is a place where
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various parts of the surveillance capabilities of the Air Force and
the ADF has been bundled. Over the past decade, the SRG has
evolved into a more integrated capability and with the addition
of the P-8 and Triton and the ISR enterprise built at the Edin-
burgh Air Base in South Australia is shaping new integrated data
management capabilities.

But takes time: You cannot simply take the force you have and
plop into some future force structure design and presto bingo
have a new force structure. It is about taking the force you have
and having practical, doable steps forward in force transforma-
tion. That takes time, commitment, money, leadership and
manpower and does not occur over night.

I have written three books on three different new combat air
systems for the USMC, the Osprey, the CH-53K and the F-35B,
and all have together transformed the force, but to do so has
requires operational experience, training and force structure
redesign.

The ADF has gone and is going down a similar path. The DSR
will not create a new effective force unless the practical steps are
taken to allow the ADF to find its way ahead in terms of real
operational capabilities, missions, training and new approaches
to sustainability and preparedness.

Osborne gave an example of the new working relationship
between the Australian Army and Air Force where they are
working to shape how to more effectively shape and execute
agile operations in areas such as Northern Australia.

And 1 would add that will require new training, new ops
approaches, and new effectors and some new equipment. It is
about force mobility on the Australian landscape and probably
using a new generation of UAVs as the platforms launched into
the key defence area for Australia which Osborne indicated in
the following slide which he used during his presentation.
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“Australia’s immediate region
encompassing the north-eastern Indian
Ocean through maritime Southeast Asia
into the Pacific, including our northern
approaches, should be the primary area of
| military interest for Australia’s National
\ Defence.” (DSR page 28)

\

But put bluntly, 80% of the force you have now will be in your
force structure in 20 years short of it being destroyed in conflict.
So what is the plan to leverage the current force — which has
made great progress in many areas of modernization in the past
decade - and the force the writers of the DSR want?
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